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INTRODUCTION

The CSC Connecting for Health

OUR TEAM . . .

Nationwide Health Information Network (NHIN)
OUR APPROACH

» An open, federated and decentralized “network of networks”
USE CASES

— Connecting regional and non-geographic communities and services
Consumer Empowerment » Protected by sound policies for how data is shared
— Controlled by patients and the providers they trust

Electronic Health Record

Biosurveillance

HEALTHCARE MARKETS m— N H I N

OUR PATIENTS
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STRENGTHS OF OUR
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DISCUSSION
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INTRODUCTION

A Flexible Approach That Meets the Objectives of the

OnR TEAM Nation’s Strategic Framework for Health IT

OUR APPROACH :
« Improve quality of care

USE CASES « Reduce medical errors

 Lower costs

« Empower patients

Electronic Health Record * Improve public health information monitoring

Consumer Empowerment

Biosurveillance

Patient
HEALTHCARE MARKETS access to
personal
T.J.
& oo V' '\ Portable
o .o | electronic
- Nonni \ health
L records
SPECIAL FEATURES
STRENGTHS OF OUR
APPROACH Better
5 biosurveillance
DISCUSSION of outbreaks
TECHNICAL and alerts

ARCHITECTURE about threats
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INTRODUCTION

iNniti NHIN
SUR TEAM Definitions
T Nationwide Health Information Network =
* Network of subnetwork organizations <
USE CASES

Consumer Empowerment Common Framlelwork' . . .
A set of specific, critical tools, including: ‘
— Technical standards for exchanging clinical information |

Biosurveillance — Explicit policies for how information is handled

— Uniform methods for linking information
accurately and securely

Electronic Health Record

HEALTHCARE MARKETS

ramework ~ [
S e \

|

%;; G LLLLL
OUR PATIENTS Subnetwork Organization (SNO) L
T.J. « A group of entities (e.g., clinics, hospitals, labs, etc.)
i o that agree to exchange clinical data with each other
D using shared policies and technological standards
A'LNonni * Regional health information organizations (RHIOS)

and nongeographic networks

SPECIAL FEATURES (e.g., DOD, VA, Kaiser, etc.)

STRENGTHS OF OUR

NHIN
APPROACH

Interface
NHIN Interface Hnmnmm
DISCUSSION « Common service for messages
TECHNICAL « Encapsulates secure, reliable, audited, SNO
ARCHITECTURE standards-based messages,
£ 11T The Common . NHIN Gateway Data gEs Record Exchange Record Locater
W | secure Internet  Framework Interface

Repository Service & service
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INTRODUCTION

OUR TEAM

OUR APPROACH

USE CASES
Consumer Empowerment
Electronic Health Record
Biosurveillance N I N |

HEALTHCARE MARKETS

OUR PATIENTS

ﬁ T.J.
‘gé Dan
> .

Nonni

SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

Non-Geographic
SNO

DISCUSSION

TECHNICAL
ARCHITECTURE

b

I The Common . Inter-SNO Gateway Data Record Exchange Record Locater
Secure Internet  Framework Bridge Repository Service Service
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INTRODUCTION

The Connecting for Health Common Framework

OUR TEAM .
Policies and Standards

OUR APPROACH

USE CASES

Consumer Empowerment

[ |

: Palicy Guides: Technical Guides:
Electronic Health Record How Information is Protected How Information is Exchanged

-
The Architecture for Privacy in a Networked The Common Framework: Technical Issues
Biosurveillance Health Information Environment and Requi for Imp tation

Model Privacy Pglicies and Procedures for Health Information Exchange:
HEALTH C ARE MARKET S Health Information Exchange Architecture Implementation Guide

Notification and Consent When Using a
Record Locator Service Medication History Standards

OUR PATIENTS

Correctly Matching Patients with
Their Records Laboratory Results Standards

-
=

Authentication of System Users Background Issues on Data Quality

Dan

Patients’ Access to Their Own

Health Information Record Locator Service: Technical Background

from the Massachusetts Prototype Community

Nonni

Auditing Access to and Use of a Health
Information Exchange

SPECIAL FEATURES

Breaches of Confidential Health Information

STRENGTHS OF OUR
APPROACH

DISCUSSION

Model Contractual Language

TECHNICAL

Key Topics in a Model Contract for Health A Model Contract for Health
AR C HIT ECT U = Information Exchange M2 Information Exchange

kn
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INTRODUCTION

OUR TEAM

OUR APPROACH

USE CASES
Consumer Empowerment
Electronic Health Record
Biosurveillance

HEALTHCARE MARKETS

NI\ /NI

OUR PATIENTS

ﬁ T.J.
‘gs Dan
> .

Nonni

SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

b

I The Common . Inter-SNO ﬂ Gateway Data Record Exchange Record Locater

Secure Internet  Framework Bridge Repository Service Service
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INTRODUCTION

SUR TEA The Connecting for Health Common Framework Principles

OUR APPROACH

USE CASES

Consumer Empowerment Common Framework Policy
Principles

Electronic Health Record

Openness and Transparency
) Policies Purpose Specification and Minimization
HEALTHCARE MARKETS SNO 1 Collection Limitation
. Use Limitation
Individual Participation and Control
T.J. Data Integrity and Quality

Biosurveillance

OUR PATIENTS

= Security Safeguards and Controls Policies
Dan - . SNO 3
= Accountability and Oversight .
Nonni Remedies

P -
SPECIAL FEATURES

STRENGTHS OF OUR

APPROACH

Policies
DISCUSSION SNO 2
TECHNICAL

ARCHITECTURE
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INTRODUCTION

CONNECTING FOR HEALTI—l

MARKLE FOUNDATION A Public-Private Cc

OUR TEAM

OUR APPROACH

USE CASES

Consumer Empowerment

Electronic Health Record

Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

T.J.

P N

5 Dan
o .

- Nonni
P .

SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

Dominant and Robust
Data, Messaging,
and Transport Standards

Messages:
HL7: Dominant Health Information

Exchange Standard

v3.0

v2.5

v2.4

v2.3.1

v2.3

NCPDP
Pharmacy
Electronic Prescription

ASC X12
Administrative
HIPAA

Data:
HL7 RIM 2—-Based Vocabulary'Domains
LOINC
SNOMED-CT
ICD9
CPT

Metadata:
XML Schema

Web Services:
SOAP 1.1
WSDL 1.1
uDDI 2.0
WS-I Basic Profile

Transport:
HTTPS Encryption
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INTRODUCTION

OUR TEAM

OUR APPROACH

USE CASES
Consumer Empowerment
Electronic Health Record

Biosurveillance

Inter-SNO

HEALTHCARE MARKETS Query

7
OUR PATIENTS

ﬁ T.J.

Clinical Data

Locator _g
Service

SNO 2

i

Nonni

SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

\

m I The Common . Inter-SNO Gateway Data Record Exchange Record Locater
Secure Internet  Framework Bridge Repository Service Service
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INTRODUCTION

CUR TEAN Inter-SNO Communication Using the Common Framework

A SNO queries other SNOs when it knows:
— An institution where the patient received care
USE CASES — Aregion where the patient received care
* Queries are sent to the local RLS and I1SB
« Local ISB converts query to common standard and sends to remote ISBs

OUR APPROACH

Consumer Empowerment

Electronic Health Record — Same query format for all remote SNOs, needing only location of other
_ _ ISBs
slosurveifance  Remote ISB looks up patient data locations in remote RLS
HEALTHCARE MARKETS « Remote ISB retrieves data, converts to common standard, and transmits to

requesting ISB if appropriate authorizations are in place

OUR PATIENTS

T.J. FORMAT A FORMAT C
P N
¢ Dan EIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
s =
- Disburser/ = Standard Transport
5 onni Integrator _ =
Py - g FORMAT B

SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

] [[I1I1I] The Common

Data gEs Record Exchange Record Locater
Secure Internet  Framework

Repository Service & service

. Inter-SNO Gateway
Bridge

-~ >
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INTRODUCTION

Benefits of Our Approach

OUR TEAM

OUR APPROACH

Recognizes and handles diversity in subnetwork organizations

USE CASES

Low barrier, easy to get on the network
— Low initial costs
Electronic Health Record = EaSy to ramp up |ater

Consumer Empowerment

Biosurveillance

Like the Internet, requires no “top-level” operator or control
HEALTHCARE MARKETS

Implements a common set of privacy policies across the network

— Built on lines of actual
T.J. human trust

— No nationwide query

‘ Dan . NH'N
D * Queries are targeted
Nonni and authorized
L among trusted parties
SPECIAL FEATURES (no “fishing”) <=__
»

STRENGTHS OF OUR . .
APPROACH « Practical, operational approach S o

DISCUSSION — Standards are already
in widespread use

OUR PATIENTS

TECHNICAL
ARCHITECTURE
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INTRODUCTION

Whether Regional or Non-Geographic, Each SNO Is Unique

OUR TEAM

* Business model

 Technical architecture and set of services
USE CASES « Participating enterprises

« Regulatory environment

» Healthcare market influences

OUR APPROACH

Consumer Empowerment

Electronic Health Record

Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

T.J.

Dan
wh

RxHub Boston

.. Nonni
o B
SPECIAL FEATURES

STRENGTHS OF OUR DoD
APPROACH

DISCUSSION .
Mendocino

TECHNICAL

ARCHITECTURE Indianapolis
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MARKLE FOUNDATION A Public-Private Collaborative

INTRODUCTION

OUR TEAM

OUR APPROACH

USE CASES

Our Approach Accommodates Today’s Diversity

Regardless of unique SNO features, strategies, and business models
Regardless of each network’s underlying technology and applications
« The Common Framework:

Consumer Empowerment

— Accommodates more stringent information policies if desired

Electronic Health Record

— Leaves implementation decisions in the hands of the SNOs
— Is flexible

Biosurveillance

— Provides acommon way

HEALTHCARE MARKETS

for new and existing
regional and

OUR PATIENTS

non-geographic
networks to connect

T.J.

N

mework
ds

Dan

=h

o SLAr1adar

.. Nonni
P .

RxHub

NS
Poncres 317

SPECIAL FEATURES

- Comrrron F1a

STRENGTHS OF OUR
APPROACH

DISCUSSION

Mendocino

TECHNICAL
ARCHITECTURE

Indianapolis
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INTRODUCTION

OUR TEAM

OUR APPROACH
USE CASES
Consumer Empowerment

Electronic Health Record

Tty

Biosurveillance

T
Test g
Test g

HEALTHCARE MARKETS ——

Tt

OUR PATIENTS

ﬁ T.J.

rest B

st ®

]

SNO 4

i

Nonni

SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

Gateway Data Record Exchange Record Locater
Repository Service Service

\

I The Common . Inter-SNO
Secure Internet  Framework Bridge
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INTRODUCTION

Once in a SNO, Organizations Have Easy Access
Beyond Their SNO’s Boundaries

OUR TEAM

OUR APPROACH

USE CASES

Gateway

Consumer Empowerment

Electronic Health Record

Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

T.J.

3 Dan

Nonni HL7 v2 edi
P -

SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

] [[I1I1I] The Common

Data Record Exchange Record Locater
RES
Secure Internet Framework 3

Repository Service Service

. Inter-SNO Gateway
Bridge

-~
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INTRODUCTION

OUR TEAM

OUR APPROACH

USE CASES
Consumer Empowerment
Electronic Health Record
Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

ﬁ T.J.

i

SNO
Nonni

SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

m I The Common . Inter-SNO Gateway Data Record Exchange Record Locater
Secure Internet  Framework Bridge Repository Service Service
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INTRODUCTION

OUR TEAM

OUR APPROACH

USE CASES
Consumer Empowerment
Electronic Health Record
Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

ﬁ T.J.
53 Dan
b,

Nonni

SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

b

NATIONWIDE HEALTH INFORMATION NETWORK PROTOTYPE PRESENTATION

Gateway Data Record Exchange
Repository Service

I The Common . Inter-SNO
Secure Internet  Framework Bridge

Record Locater
Service
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INTRODUCTION

CUR TEAN Privacy Is Maintained Even as Information is Shared

* Reporting to public health agencies is de-identified or done with a

QIR ARFROAC pseudonym depending on what is authorized

USE CASES

Consumer Empowerment

Electronic Health Record

Randomized Data Linker

Biosurveillance

Pseudonym:
HEALTHCARE MARKETS 74639205756976209
T — :’:;;T; Hospital Medical Record
o Account Number
T.J. o Syncope Chief Complaint
4 CPHerwess ] L 1208 Kooy Clanowe CCartin !
> Z X P L 706 Anders PChan  colM ED Arrival Date
Dan Dyspnea L 1005Aders metsss CCadin ED Al‘l‘ival Tlme
— wp CP X L w» CCarkin c
N—_— CrestPsn X L Asders Bomer colM ED Discharge Date
P Y 129 RSGeRS pe [ 990 wos metsss Ouse ED Discharge time
€13 9 W02 Anders CheisMc CCarkin i
SPECIAL FEATURES $3% 2 M Arders Chesdc maseeen Adm!t D_ate
248 75 M- 1108 ®» Admit Time
STRENGTHS OF OUR $28 75 H3I ireotne B B 495 Acens baemer v D Birth Date
APPROACH (S . i B U t100ancers Baemer Dune R v Address
DISCUSSION City, State/Province
TECHNICAL Country
ARCHITECTURE Gender
Disposition

ICD9
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INTRODUCTION

— Practical Operational Approach

« Uses open, existing standards

* Leverages existing network and IT investments
USE CASES * Vendor and platform neutral

 Promotes widespread adoption

* Provides platform for innovation

OUR APPROACH

Consumer Empowerment

Electronic Health Record

Development Standards Supported:

Biosurveillance

HEALTHCARE MARKETS Guis (DC @lEEE ICD-9-CM - A\D)A
= e CPRI-HOST  ——
OUR PATIENTS - - |
T | @NMD pomzne” B, @@ X12N
§¢ Dan HL7 Standards
) + Data Models
& Nonni « Version 3.0

* \Version 2.5

SPECIAL FEATURES .
e Version 2.4

STRENGTHS OF OUR * Version 2.3.1

APPRIEINE « Version 2.3

DISCUSSION + Clinical Context Object Workgroup (CCOW) Specifications
* Arden Syntax

TECHNICAL + Clinical Document Architecture (CDA)

ARCHITECTURE .
¢ ¢y e HL7 Informative Documents

» HL7 Administrative Documents
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INTRODUCTION
OUR TEAM

OUR APPROACH

USE CASES
Consumer Empowerment

Electronic Health Record

Biosurveillance
HEALTHCARE MARKETS
OUR PATIENTS

\g T.J.

1]

1
y

18
P

O

QO

=

©.. Nonni

SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

\

NATIONWIDE HEALTH INFORMATION NETWORK PROTOTYPE PRESENTATION

Patients verify

and maintain their
demographic information
and have access to
medical history

Providers access and Public health agencies
update clinical receive authorized
information; share reports of emergency
authorized lab results room and lab data

and interpretations
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A Public-Private Collaborative

CONNECTING FOR HEALTH™

MARKLE FOUNDATION

INTRODUCTION

OUR TEAM

OUR APPROACH

USE CASES

Consumer Empowerment

Electronic Health Record

Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

T.J.

Dan

. Nonni
o
SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

Our Healthcare Markets

« Geographically dispersed
« Demographically and technically diverse
* Good test-beds for a flexible solution

NHIN

Indiana Haalth Information Exchange L]

MA-SHARE

X HIE &

- Boston, MA

Mendocino, CA

Indranapolis,’IN
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CONNECTING FOR HEALTH™

MARKLE FOUNDATION

A Public-Private Collaborative

INTRODUCTION

OUR TEAM

OUR APPROACH

USE CASES

Consumer Empowerment

Electronic Health Record

Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

T.J.

N

Dan
wib

. Nonni
o
SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

Our Model Reaches Beyond Our Regional Health Networks

« Subnetwork organizations (SNOs) and data exchanges
* Local public health agencies
* Non-geographic networks
— Centers for Disease Control and Prevention (CDC)
— RxHub

National

NHIN
Local

Boston, MA

Mendocino, CA Indianapolis; IN
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INTRODUCTION

OUR TEAM

OUR APPROACH

USE CASES

Consumer Empowerment

Electronic Health Record

Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

Dan

. Nonni
P -
SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

HeALTH RECORDS EXCHANGE

* Median family income is 26% below California
average (2003)

* Population: 88,000

* Health Records Exchange (HRE) brings together
iIsolated communities

* Providers supported
— Hospitals
— Physician offices
— Community clinics
— County public health department
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INTRODUCTION

OUR TEAM

OUR APPROACH

USE CASES

Consumer Empowerment

Electronic Health Record

Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

1~ T.J.
P

Dan

Peeen |

.. Nonni
V.
SPECIAL FEATURES

N

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

Mendocino Health Records
Exchange

» Enterprises replicate data into mirrored
data sets at the HRE for access by
Record Locator Service (RLS) and
Record Exchange Service (RES)

» Enterprises do not connect directly with
each other but exchange data via the
HRE

* Intra-SNO security

— Connects to the HRE/RES via HTTPS,
SFTP, and VPN

* Intra-SNO data flow

— SNO is encrypted with the HRE’s
certificate. Separate authentication is
used for sessions, and either VPN or
dedicated circuits are used for data
pipes

* Inter-SNO communication via new Inter-

SNO Bridge (ISB) using NHIN messaging

)

Authentication and Access
Control Service (AACS)

|
MENDOCINO

MR H-RE

standards “eFAX
Anderson ‘Mendocino
. Valley Health County Department
Center of Public Health
Redwood
.Coast Medical Andy Coren, MD
Services
. Mendocino
Family Care
O\ ——1111I1 The Common . Inter-SNO Gateway Data Record Exchange @i Record Locater
W | secure Internet Framework Bridge Repository Service Service
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N> |HIE

Indiana Health Information Exchamnge

OUR TEAM

OUR APPROACH

* Indianapolis is an area with suburban population
density

* Population: 1,900,000

» |IHIE is a nonprofit focused on “wiring” healthcare
for Indiana

* Providers supported
— Hospitals
— Physician offices
— Community health centers
— Independent labs
— Public health agencies

USE CASES

Consumer Empowerment

Electronic Health Record

Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

""» Dan
3

Nonni

SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DISCUSSION

TECHNICAL
ARCHITECTURE

INDIANAPOLIS
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INTRODUCTION

OUR TEAM Indiana Health Information

Exchange
OUR APPROACH : _ _ _
* Publish patient registration (but
USE CASES not clinical data) into the RLS
« Transmit clinical data into
Consumer Empowerment centrally managed data Disburser/
Aggregator

repositories

* Integrated patient data retrieved
from data repositories through a
Disburser/Aggregrator (D/A)
servicein the ISB

« Datais protected at the institution,
patient, and service levels

Electronic Health Record RS

Biosurveillance
Locator

HEALTHCARE MARKETS

Ingliana Health Information Exchange

®_6_ 0
. . . Edge Proxy

OUR PATIENTS

= el
P N
®  Dan - :
.t b IUMG Indiana State
r Primary Care Department
Nonni of Health
P -
SPECIAL FEATURES . s "ég’i'gt . Wishard
pCare y Hospital
STRENGTHS OF OUR Mid_America
APPROACH Clinical Labs
DISCUSSION
TECHNICAL
ARCHITECTURE
{1 The Common Data SNO Record Locater

Inter-SNO Gateway .
Bridge

Repository RES Registry RLS Service

&

Secure Internet Framework
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INTRODUCTION

MA-SHARE

OUR TEAM

OUR APPROACH

* Boston is an area with high population density
* Population: 4,000,000

MA-SHARE designed to support statewide
clinical data exchange

* Providers supported

— Hospitals

— Physician offices

— Community health centers
— Pharmacies

USE CASES

Consumer Empowerment

Electronic Health Record

Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

— Public health agencies

A
y 4

BOSTON

Dan

Pees | "

.. Nonni
V.
SPECIAL FEATURES

N

STRENGTHS OF OUR
APPROACH

DISCUSSION g e, e & Y S y

TECHNICAL .
ARCHITECTURE s =
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INTRODUCTION

OUR TEAM

OUR APPROACH

USE CASES

Consumer Empowerment

Electronic Health Record

Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

“E Dan
=

Nonni

SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

MA-SHARE Enterprises

* Publish patient registration (but not clinical
data) into the MA-SHARE RLS

* Enterprises with gateways can:

— Consume Web services, expose local
data as Web services, orchestrate
messages, etc.

— Connect directly to each other (peer to
peer) to retrieve clinical data

* Enterprises without gateways (e.g., AEGIS
for public health) can use the MA-SHARE
gateway to connect with other enterprises
(hub-spoke)

* Inter-SNO Bridge is “just another gateway”

* Intra-SNO security follows NHIN standards
(certificates exchange) between enterprises
with gateways

CDO/EHR
Registry

MA-SHARE

CDX
Gateways

DISCUSSION

TECHNICAL
ARCHITECTURE

Boston Medical

. BIDMC
Center

Boston Boston

. HealthNet . HealthNet
Whittier South Boston

[ [I1I1Il The Common
Secure Internet Framework

&

Bridge

Inter-SNO Gateway Data Record Exchange

Service

AEGIS/HAN

. Indivo/CHB MA-DPH

Record Locater

RILE Service
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INTRODUCTION

OUR TEAM

OUR APPROACH

USE CASES

Consumer Empowerment

CONNECTING FOR HEALTH™

Market
Characteristics

Electronic Health Record

SNO
Biosurveillance
HEALTHCARE MARKETS
Network
OUR PATIENTS Topology
B TJ.
= Internal
§1 Dan Messaging
. Nonni
v -
SPECIAL FEATURES
Data
STRENGTHS OF OUR
APPROACH Storage
DISCUSSION
TECHNICAL
ARCHITECTURE
Technology

Low density, rural
and underserved

New, grant-funded
collaborations

Hub and spoke

HL7v2.4

Data mirrored at the
SNO in native
format to improve
service and
availability

Open Source,
mixed code base

K PROTOTYPE

Indlanapolls

Urban / suburban,
mid-density

Urban / suburban,
mid-density

Hub and spoke

HL7 v2.4

Data centrally
managed by the
SNO in native
format

Commercial and
Open Source, Java

v
@ MA-SHARE
D

Urban, high density
of healthcare
services

Urban, high density
of healthcare
services

Peer to peer

HL7 v3.0 RIM

Data resides at
participants
(except RLS index)

Microsoft .NET
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Key factors: T.J. has moved frequently and has an
undiagnosed condition
Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

“. Nonni

SPECIAL FEATURES |

|
STRENGTHS OF OUR 'I
APPROACH f
DISCUSSION

TECHNICAL
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2.

Populate a New PHR with
EHR data

1. Care provider recommends
IndivoHealth PHR to patient

Provider’s office verifies

patient identity and
creates account

Patient accesses
IndivoHealth Web site
and configures account

Indivo queries EHRs for

clinical data as requested

by patient

Patient annotates and
updates record

Patient consents to make

PHR available to
authorized clinicians

INDIVOHEALTH

Patient Identification
Required Data:

Name T.J. Smith
Firat Last
Gender (@) Mals () Fmals

DO@ (08 | 108 1188
mm | odd | vy

Search | | Cance

Zip Code 08114

Social Security D 123-45-6788

\ Beth Israel Deaconess

Requirt
Patient Identification .
i/ Medical Center

Required Data:
Name T.J. Smith
First Lot
Gender (& Male Fomale

poB 08 /08 |/1969 Zip Code | 08113
mm 4 dd oy

Social Security ID  123-45-6789

wsername @indivoheslth. org
password

log in forgot my password close viewer


http://www.indivohealth.org/
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OUR APPROACH  Can’t catch his breath
USE CASES « Feels pain in hips and shoulders >

Consumer Empowerment

Electronic Health Record

> sndtor

- et - atomes + QMo - Qhowers = Prwwnsk - B3 -

Biosurveillance

HEALTHCARE MARKETS

OUR PATIENTS

e -

"‘5 Dan
=

- Nonni
s
SPECIAL FEATURES

STRENGTHS OF OUR
APPROACH

DIANAPOLIS

DISCUSSION

TECHNICAL
ARCHITECTURE




e
T d T

EXPERIENCE. RESULTS.

NATIONWIDE HEALTH INFORMATION NETWORK PROTOTYPE PRESENTATION

INTRODUCTION .
Clipboard Data
OUR TEAM Retrieved from PHR Blslurse gﬁt'eSWHéA‘RE
1. Registration triggers Aggregator y
OUR APPROACH ADT message to IHIE
2. Publish and lookup for Ay
USE CASES local data
3. Based on patient
Consumer Empowerment informing registrar of
health records in
sent to MA-SHARE
Biosurveillance 4, Return found
. IndivoHealth data
HEALTHCARE MARKETS 5. Retrieve and aggregate
patient data
OUR PATIENTS 6. Registration, insurance,
medical history in
Q T.J. clinical abstract printout
A (identified as sourced
'f» Dan from PHR)
. Hospital Registrationl
A_LNonni 3 Wishard ED ™ bstract o
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OUR TEAM :
Retrieved from
OUR APPROACH
RxHub
USE CASES 1. Emergency Department

(ED) triggers ADT

Consumer Empowerment message
2. Sends lookup query to Vs R
Electronic Health Record RxHub P query iotighe L LA LS

3. RxHub RLS looks up
patient and queries and
' retrieves medication
HEALTHCARE MARKETS history from remote
Pharmacy Benefit
Managers (PBMs)

4. Aggregates medication

Q T.J. history
— 5

Medication history in

Biosurveillance

OUR PATIENTS

¢ Dan clinical abstract
RN printout in ED
A_LNonni “=%  Wishard ED
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STRENGTHS OF OUR
APPROACH
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NETWORK PROTOTYPE PRESENTATION

Disburser/
Aggregator

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIM Rx Hub

RLS

INPC
Clinical
Data
Repository

PBMs

Medication History
Patient Search __ Publish

Medication History

@ Choi, Dojongh. (M) 2723768 1988 from 07128, Source: General Hospital

Printer
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INTRODUCTION .
Lab Results Retrieval

OUR TEAM . : : Disburser/
1. Wishard ED registration Aggregator
OUR APPROACH LGRS AU e nnnnnnnnnnnn e —RLS
2. Publish and lookup for
USE CASES local data
3. Send lookup query to
Consumer Empowerment Mendocino HRE ISB

RES

4. RLS identifies location of
Electronic Health Record results in Mendocino HRE

5. ISB queries RLS and

Biosurveillance returns Mendocino lab
. documents INPC
HEALTHCARE MARKETS 5. Feireve reeulie e @ Clinical
Mendocino HRE Data
OUR PATIENTS Repository

7. Lab values in clinical
abstract printout in ED

Hospital Registration

- Nonni
P .
SPECIAL FEATURES

-
Lab Results

RunCharts [MendocinoSHARE |

STRENGTHS OF OUR

APPROACH Date: [08/15/2005] Last Name: [Brattain | First Name: [Samantha | Age: |53 DOB: [06/27/1852 | Sex: [Female |
DISCUSSION =] e Ny EiiE

oot —— %t o #° | s wom wo
TECHNICAL 5 w1 7 W

ak 0328P04 148 B2 MCH

S TS e 3 bl Wi W i0E zn || orooos 0 w1 oD
Systobc [J Diastolic © 0SRARDO4 180 S0 WMCD
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INTRODUCTION

Health Data Safely

OUR TEAM Shared with Regional Disburser/
and National Aggregator
OUR APPROACH Authorities TV s
1. The completion of T.J.’s ' - .
USE CASES registration at Wishard Indiana State o
triggers an ADT message Department of
Consumer Empowerment Health

2. The data is de-identified
and sent to the Indiana
State Department of
Health ESSENCE system

Biosurveillance _ :
3. The Indiana Department of Result Filter

Health forwards data to
the CDC using BioSense

ESSENCE
Electronic Health Record

HEALTHCARE MARKETS

OUR PATIENTS

Wishard ED

SPECIAL FEATURES

Hospital Registration
STRENGTHS OF OUR = _
APPROACH '
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Strengths of Our Approach

» A thin infrastructure for a federated “network of networks”
— Flexible, scalable
— Open, not proprietary
— No national service provider (like the Internet)

- NHjy

RxHub Boston

DoD

Mendocino
Indianapolis
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Strengths of Our Approach

« A thin infrastructure for a federated “network of networks”

— Flexible, scalable

— Open, not proprietary
— No national service provider (like the Internet)

« Exchange of information achieved by adherence to Common Framework

standards and policies

RxHub

Mendocino

ork

e rarr7 N3 FAAITIE W
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Strengths of Our Approach

» A thin infrastructure for a federated “network of networks”
— Flexible, scalable
— Open, not proprietary
— No national service provider (like the Internet)

« Exchange of information achieved by adherence to Common Framework
standards and policies

« Standards-based approach
Messages:

— Low cost and technology barriers HL7: Dominant Health Information
i i Exchange Standard
for participation 30
v2.5
v2.4
v2.3.1
v2.3

NCPDP
Pharmacy
Prescription Medicare Partiip
ASC X12
Administrative
HIPAA
Data:
HL7 RIM 2-Based Vocabulary Domains
LOINC
SNOMED-CT
ICD9
CPT
Metadata:
XML Schema
Web Services:
SOAP 1.1
WSDL 1.1
UDDI 2.0
WS-I Basic Profile
Transport:
HTTPS Encryption
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Strengths of Our Approach

» A thin infrastructure for a federated “network of networks”
— Flexible, scalable
— Open, not proprietary
— No national service provider (like the Internet)

« Exchange of information achieved by adherence to Common Framework
standards and policies

« Standards-based approach

— Low cost and technology barriers
for participation

* Neutral platform for innovation

Development Standards Supported:

(DC ICD-9-CM

CPRI-HOST —

&7 ... €@ X12N

¢ IEEE

LOINC

@ SNOMED
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Strengths of Our Approach

A thin infrastructure for a federated “network of networks”
— Flexible, scalable

— Open, not proprietary

— No national service provider (like the Internet)

Exchange of information achieved by adherence to Common Framework
standards and policies

Standards-based approach
— Low cost and technology barriers for participation
Neutral platform for innovation

Private and secure NHIN
. TEREERERR e Interface
— No centralized

data repositories

— Queries are targeted

and authorized among SNO SNO .
trusted parties .

B -
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Strengths of Our Approach

A thin infrastructure for a federated “network of networks”
— Flexible, scalable

— Open, not proprietary

— No national service provider (like the Internet)

Exchange of information achieved by adherence to Common Framework
standards and policies

Standards-based approach

— Low cost and technology barriers for participation
Neutral platform for innovation

Private and secure

— No centralized
data repositories

— Queries are targeted
and authorized among
trusted parties

Practical, operational

— Focused on the
network, not on
applications

— Standards are already
in widespread use
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